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1. Strong contract management and close working with legal and procurement to reduce unforeseen costs where possible e.g. management of amount of waste going to landfill. Regular 

communication, exchange of information and decision-making at the Waste PFI Delivery Board. The Board provides focused management of issues, ensuring contract delivers as required. 

G

2. The Waste PFI is in service delivery phase - the protection that is provided by the contract terms and conditions is in place. 2. 

Revie

w 

Jul-16 G

3. Officers working closely with DEFRA, WIDP, Local Partnerships, WOSP and other local authorities 3. 

Deliver 

further 

contra

ct 

mana

geme

Sep-16 G

4. The contract documentation apportions some risks to the contractor, some to the authority and others are shared.
4. 

Identif

y 

Aug-16 G

5. Clear control of the risk of services not being delivered to cost and quality by levying contractual deductions and controls if the contract fails or issues arise. 
5. 

Resolv

e 

legacy 

issues 

in the 

round 

with 

discus

sions 

on 

saving

s and 

opport

unities

.

Aug-16 G

6. During the procurement process, the authority appointed a lead to negotiate risk apportionment. The results of the negotiation relating to financial risk are captured in the Payment Mechanism 

(schedule 26) and Project Agreement that form part of the legally binding contract documentation.

7. Waste PFI contractor investigating contract for Refuse Derived Fuel (RDF) option for Compost Like Output (CLO). G

G

G

G

1. ETE 

BCP 

to be  

update

d, 

includi

ng 

new 

Busin

ess 

Impact 

Asses

sment 

and 

Risk 

Asses

sment 

templa

tes 

and 

approv

ed by 

Manag

ement 

Head of Policy and Business Development Aug-15 Aug-16

2. 

Deskt

op 

exerci

se to 

be 

planne

d & 

deliver

ed

PBD/ETEMT

Head of Policy and Business Development/Economy, Transport and Environment Management Team

Dec-15 Aug-16

Throu

gh the 

Busin

ess 

Planni

ng Co-

ordinat

ion 

Group, 

confir

m the 

Busin

ess 

Planni

ng 

timeta

ble 

Head of Policy and Business Development Jun-16

Rollou

t of 

Smart

phone

s in 

ETE 

Head of Policy and Business Development

Mar 17

Pilot 

Skype 

for 

Busine

ss in 

ETE 

Head of Policy and Business Development Dec-16

1. A 

skills 

matrix 2. 

Future 

reques

ts for 

secon

dment 

and 

develo

pment 

opport

unities 

to be 

consid

ered 

alongs

ide 

servic

e 

planni

ng 

prioriti

es. 

2 6

1. ETE 

Health 

Chair of ETE Strategic Health and Safety Group

H&CI 10 Highways and 

Community 

Infrastructure

Operational knowledge / skills lost (permanently 

or temporarily) as a result of SBC restructure 

which impacts on our ability to deliver priority 

outcomes or operate effectively or efficiently.

Staff absence due to permanent or temporary changes i.e. sickness, secondment, maternity 

leave, career progression or leaving the authority. 
Inability to meet our statutory requirements or our service planning priorities. 

10 Executive 

Director, ETE

1. Lone working policy.

2. Systems/risk assessments for those most at risk.  
1

4 2 8 3

Aug-16

H&CI 7 Previously ETER16

Highways and 

Failure to have appropriate processes in place to 

protect Employees

Written, verbal or physical threats received by members of staff. Services withdrawn, personal injury or harm to ETE employee. Impact on CCC reputation. 2 5

1. Effective communication ensured through the agreed ETE Communications strategy.

2. Be aware of the impact on staff and that their performance might be adversely affected and utilise staff feedback from Pulse Survey

3. Ensure corporate memory is retained through succession planning

4. Be aware and plan for future retention issues

5. Monthly absence and HR reporting to ETE Directors

3 3 9

1. 

Revie

w ETE 

Comm

unicati

ons 

Strate

gy 

Head of  Policy and Business Development

5 5

6

H&CI 5 Previously ETERR9

Highways and 

Community 

Infrastructure

Organisational Change - ETE Significant changes to service provision and organisational structure within ETE as a result of 

implementing business plan proposals.

Changes cause uncertainty for staff and adverse impact on 

- service delivery

- employee relations, 

- employee engagement 

- trust in employer, 

- morale and reputation; 

leading to increased voluntary turnover, increased absence levels, and reduced ability to recruit and retain high quality 

employees.

5 3 15

Executive 

Director, ETE

4 16

Executive 

Director, ETE

1. Work with Information Governance to ensure that our systems meet the required data quality standards

2. Review licensing arrangements to ensure that software is used efficiently and is value for money

3. ETE Virtual IT Group set up and utilised

4. Portfolio management process to ensure duplication/proliferation of IT systems does not occur

5. Regular reporting to ETE Management Team on Digital First Board and other IT activity

6. ETE representation at the Digital Delivery Group, the operational group that feeds into the Digital First Board

7. Contribute to Business Systems Review to ensure savings are made through utilising shared systems across CCC

8. Keep all IT SLA documents in the SharePoint folder for LGSS to review

2 3

H&CI 4 Previously ETERR8

Highways and 

Community 

Infrastructure

Failure to manage ETE Information Systems Process for management of software including licensing and data quality  issues  is not fully 

embedded within ETE.

Inaccurate, incomplete and out-of-date information held on systems and inefficient processes lead to errors. 

Potential to make errors relating to information held on IT Systems.  Impact on service delivery.  

4

1. Robust service planning; priorities cascaded through management teams and through appraisal process

2. Strategy in place to communicate vision and plan throughout the organisation

3. A set of key indicators and targets for the whole Council is agreed each year through the Business Planning process.  These are monitored and reported monthly to the Council's General Purposes 

Committee through the Integrated Resources and Performance Report.

4. ETE Performance Management Framework; key indicators and targets are reviewed annually following approval of the Business Plan.  Performance management in ETE includes monitoring and 

reporting of performance against targets for key indicators through the ETE Finance and Performance Report.  This is reported monthly to ETE Management Team and to the two Council Committees 

covering ETE activity.  Additionally there is more detailed regular monitoring and reporting through performance reports to Directorate Management Teams.

2 4 8

H&CI 3 Previously ETERR3

(CRR1b) Highways and 

Community 

Infrastructure

Failure to deliver the 2015/16 2016/17 business 

plan

1. Failure to deliver (with partners) on 14/15  2016/17  business plan and achieve required 

efficiency savings and service transformation. 

2.  Assumptions in existing business plan regarding the wider economic situation are inaccurate.

3. Organisation not sufficiently aligned to face challenges

The Council is unable to achieve required savings and fails to meet statutory responsibilities or budget targets; need 

for reactive in-year savings; adverse effect on delivery of outcomes for communities. 

5 5 25

Executive 

Director, ETE

5 5 25

Executive 

Director, ETE

1. Robust political leadership, strong vision, clear priorities and policies, developed through Councillor engagement

2.  Robust engagement with members of Corporate Leadership Team (CLT) and Councillors through the Business Planning process timetable, to ensure greater cross-organisational challenge and 

development of options.

3. Full consultation with public, partners and businesses during planning process, including thorough use of data research and business intelligence to inform the planning process

4. Early engagement with CLT, Heads of Service and Councillors to generate further ideas for innovation, transformation and savings.

5.  Stronger links with service planning, seeking to transform large areas of spend.

6. Business Planning process requires early identification of possible impacts of legislative change, as details emerge.

7. ETE engagement in the Corporate Business Planning process through regular attendance at Weekly Leads Meetings and Business Planning Coordination Group

3 4 12

12

H&CI 2 Previously ETERR2

(Relates to CRR1a)

Highways and 

Community 

Infrastructure

Failure to effectively plan how the Council will 

deliver services over the five year business plan 

commencing 2016/17

1.  Failure to have clear political direction, vision, priorities, and outcomes in the Business Plan.

2.  Failure to plan effectively to achieve necessary efficiency savings and service transformation.                          

3.  Failure to identify sufficient additional savings in addition to existing plans, in light of 

forthcoming CSR.

4. Worsening Pension Fund deficit. 

5. Legislation changes add unforeseen pressure to Council savings targets.

ETE lacks clear direction for resource use and either over-spends, requiring the need for reactive savings during the 

life of the plan, or spends limited resources unwisely, to the detriment of local communities.

4 16

Executive 

Director, ETE

1. ETE functions have been reviewed and evaluated in terms of impact if not delivered over time.  

2. ETE Business Continuity Plan (BCP) contains summary results of this process and facilitates prioritisation of functions in an emergency situation.   

3. ETE BCP regularly reviewed and updated to ensure it contains accurate and current contact information. 

4. ETE Mass messaging list in place to ensure ETE Managers & Key Officers can be easily reached in an emergency situation

4 3

H&CI 1

Previously ETERR1

(Relates to CRR21)

Highways and 

Community 

Infrastructure

Business Disruption 1.  Loss of staff (large quantities or key staff)

2.  Loss of premises (including temporary denial of access)

3.  Loss of IT, equipment or data

4.  Loss of a supplier

5.  Loss of utilities or fuel

1. Inability to deliver consistent and continuous services to vulnerable people

2. School closures at critical times impacting students' ability to achieve

3. Inability to fully meet legislative and statutory requirements

4. Increase in service demand (e.g. in pandemic)

5. Inability to respond to citizens' request for services or information

6. Lasting reputational damage

4

5 20

Service Director, 

Infrastructure 

Management and 

Operations

3 5 15

CR30 (Previously H&CI 6/ETERR10) Highways and 

Community 

Infrastructure

Failure to deliver Waste savings/opportunities 

and achieve a balanced budget

Failure to:

a) deliver Household Recycling Service savings, 

b) realise savings opportunities from waste contracts

c) manage operational risk of unforeseen contractual events

Savings not delivered and potential increased costs leading to significant budget pressures. 

4
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Key Controls

Residual Risk Actions
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search 
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Projec

t and 

campa
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docum

ents to 

follow 
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standa
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structu
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allowi

ng 

others 

to pick 

up 

work 
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progre

ss as 
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result 

of 

unexp

ected 

absen7. For 

identifi

ed 

skills 

gaps, 

develo

pment 

needs 

to be 

identifi

ed and 

driven 

throug

h 

effecti

ve use 

of 

PDPs

8. 

Where 

appro

priate 

realign 

our 

servic

e 

planni

ng and 

resour

ces to 

deliver 

agains

t the 

key 

prioriti9.  

Contra

ct out 

or 

make 

use of 

shared 

resour

ces 

with 

other 

teams, 

depart

ments 

or 

extern

al 

contac

ts to 

benefit 

from 

efficie

ncies 

of 

scale.1. Regular engagment with Members through meeting with HCI Spokes where Library Transformation to be a regular agenda item. 2. Engagments with staff and public 1) 

Appro

priate 

steps 

taken 

to 

mitigat

e 

action

s likely 

to 

cause 

reputa

tion 

risk 

such 

as 

judicia

l 

Head of CCS

Apr-16

2) 

Transp

arent 

decisio

n 

making 

clearly 

commu

nicated 

with 

commu

nities

Head of CCS

Apr-16

3) 

Thorou

gh and 

ongoin

g 

commu

nity 

consult

ation 

and 

engage

Head of CCS

Apr-16

 4) 

Consist

ent 

commu

nicatio

n with 

all staff 

involve

Head of CCS

Apr-16

1. Wide Engagement with ETE services with regards to a suitable service specification. Highwa

ys 

Transf

ormatio

n 

Workin

g 

Group 

will 

capture 

all 

relevan

t 

service 

needs 

to 

inform 

the 

service 

Head of AAC Jul-16

3 4 12H&CI 12
Highways and 

Community 

Infrastructure

Failure to maximise the benefits from the post 

2017 Highway Transformation

 Failure to fully deliver all or part of the desired service outcomes for Cambridgeshire as part of 

the new service

Setbacks to high profile initiatives such as the City Deal and Local Transport Plan. Failure to fully deliver either 

financial savings or expected standard of service.
3

H&CI 11

Highways and 

Community 

Infrastructure

Failure to deliver the Library Service Transformation Inability of the organisation to make timely decisions in the light of financial challenges Failure to deliver service savings 4

5 15

Service Director, 

Infrastructure 

Management and 

Operations

2 6

4 16 Open 3 4 12

2. Relevent engagement with staff and public

H&CI 10 Highways and 

Community 

Infrastructure

Operational knowledge / skills lost (permanently 

or temporarily) as a result of SBC restructure 

which impacts on our ability to deliver priority 

outcomes or operate effectively or efficiently.

Staff absence due to permanent or temporary changes i.e. sickness, secondment, maternity 

leave, career progression or leaving the authority. 
Inability to meet our statutory requirements or our service planning priorities. 4 2 8 3



2. Identification of additional resource requirements when required for multiple procurements. Additio

nal 

resour

ce will 

be 

obtaine

d to 

backfill 

other 

service 

areas.

Head of AAC Jul-16

3. Engagement with the external provider market

4. Regular engagement with Elected Members

3 4 12H&CI 12
Highways and 

Community 

Infrastructure

Failure to maximise the benefits from the post 

2017 Highway Transformation

 Failure to fully deliver all or part of the desired service outcomes for Cambridgeshire as part of 

the new service

Setbacks to high profile initiatives such as the City Deal and Local Transport Plan. Failure to fully deliver either 

financial savings or expected standard of service.
3 5 15

Service Director, 

Infrastructure 

Management and 

Operations

VERY HIGH (V) 5 10 15 20 25 

HIGH (H) 4 8 12 16 20 

MEDIUM (M) 3 6 9 12 15 

LOW (L) 2 4 6 8 10 

NEGLIGIBLE 1 2 3 4 5 

IMPACT 
 

LIKELIHOOD 

VERY 
RARE 

UNLIKELY POSSIBLE  LIKELY  
VERY 

LIKELY  

 


