Agenda Iltem No: 9
Corporate Risk Register

To: Audit and Accounts Committee

Meeting Date: 28 November 2025

From: Chief Executive

Electoral division(s): All

Executive Summary: Good risk management - including the identification of risks and

triggers as well as development of mitigating actions - should inform
decision-making, lead to better overall management of the Council’s
business, and protect the Council's assets, workforce, finances and

services.
Recommendation: The committee is recommended to note the Corporate Risk Register.
Officer contact:
Name: Mairead Claydon
Post: Head of Internal Audit & Risk Management

Email: Mairead.Claydon@cambridgeshire.qgov.uk
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Creating a greener, fairer and more caring Cambridgeshire

Risk Management is the process by which the Council understands and proactively
considers the principal uncertainties and overall risks facing the organisation. The objective
is to ensure that risks which might impact upon the Council achieving its plans are identified
and managed on a timely basis and in a proportionate manner. As such, effective risk
management contributes to the achievement of all seven of the Council’s ambitions.

Background

The Accounts and Audit (England) Regulations 2015 require the authority to have a sound
system of internal control, which includes effective arrangements for the management of
risk.

Under the Council’s constitution, the Strategy, Resources and Performance Committee
(S,R&P Committee) is responsible for the development and oversight of the Council’s risk
management and strategy. The Audit and Accounts Committee also has important
functions in relation to risk, including considering the effectiveness of the risk management
arrangements and associated control environment and to seek assurances that appropriate
action is being taken in response to risk.

Risk is inherent in our delivery of high-quality public services. The volatility, complexity and
ambiguity of the Council’s operating environment continues to increase, and taxpayers
rightly expect transparency and accountability from the Council in managing the impacts of
risk. We are committed to managing risk so that we enhance strategic planning and
prioritisation and achieve our objectives with agility. The benefits of risk management
include:
e Taking timely and proportionate action to prevent risks occurring or to manage
effectively.
¢ Development and delivery of robust and effective action plans and enhancements
to the governance of the organisation.
e Ensuring that decision makers are fully aware of any key risk issues associated
with proposals being considered at the point of decision making.
¢ Demonstrating openness and accountability.

The risk management approach adopted by the Council is based on identifying, assessing,
managing and monitoring risks at all levels across the Council. Risk registers operate at
three tiers across the organisation: (a) service/project specific, (b) directorate, and (c)
corporate. This report provides an update on the Council’s Corporate Risk Register.

Corporate Risk Register Updates

A copy of the current Corporate Risk Register is attached to this report as Appendix 1,
except for Risk 8 ‘Risk that the Council is a victim of Cyber Crime’, which is attached as a
separate confidential Appendix.



3.2 Please note, on the risk matrices, “A” denotes the Council’s risk appetite; this has been
updated in 2024 after review by the CLT and the updated approach includes:

e Tolerable risk appetite: Cambridgeshire County Council has defined its maximum
risk appetite as not accepting a residual risk score of 16 or more as measured on
the corporate Risk Scoring Matrix. This therefore represents the maximum
tolerable risk position (i.e. the maximum level of risk with which the organization
is willing to operate).

e Optimal risk appetite: Where risk owners have identified a target risk appetite
below this risk appetite level, this is denoted with a “A”

3.3 The following table gives an overview of the current status of the risks on the corporate risk
register, including information on the current risk scoring compared to the scores at the
previous report to Committee, and the direction of travel for each risk. Please note that the
direction of travel for each risk is now shown as a RAG rating: red indicating that the risk
has increased; amber indicating no change; and green indicating that the risk has
decreased.

Table 1: Corporate Risk Register Overview, September 2025

Residual Residual Residual
Risk Risk Score | Risk Score | Risk Score
Mar 25 June 25 Sept 25

Direction of Last
Travel (RAG) | Reviewed

1. Risk that the Council’'s

arrangements for safeguarding 15 15 15 (st;;ic) 05/09/2025
vulnerable adults fail.

2. Risk of failure of the Council’s

arrangements to safeguard —

vulnerable children and young 15 15 15 (static) 19/08/2025

people.

3. Risk that the Council does not
have enough budget to delivern
agreed short and medium term
corporate objectives.

16 16 20 26/09/2025

4. Risk that a serious incident

occurs, preventing services from 12 12 12 — 57/08/2025
operating and /or requiring a (static

major/critical incident response.

5. Risk of failure of corporate 10 10 10 — 17/09/2025
governance. (static)

_6. Risk that the COUI’ICI|.S workforce 10 10 10 — 50/08/2025
is not able to meet business need. (static)

7. RIS!( of f_allure to deliver key 10 10 10 — 06/10/2025
Council services. (static)

8. Risk tha.t the Council is a victim 15 15 15 — 03/09/2025
of cyber crime. (static)

9. Risk that the Council falls.to 12 12 12 — 02/09/2025
comply with Information (static)




Governance legislation and
industry standards

10. Risk of failure of key contracts. 12 12 12 (st;:ic) 03/09/2025
11. Rlsk of failure of collaborative 12 16 16 — 59/08/2025
working. (static)

12. Cambridgeshire ~ Countyj

Council is not adequately prepared —

for the impacts of the changing 16 12 12 (static) 09/09/2025
climate

13. The Council’s governance on —

Health and Safety is inadequate N/A 15 15 (static) 29/08/2025

14. [NEW] Lack of effective
relationships and governance
across the Integrated

Care System (ICS) may lead to N/A N/A 16 [NEW] 03/09/2025
poorer coordination and worse
outcomes for our population

34 Changes in Risk Scoring:

Risk 3: “Risk that the Council does not have enough budget to deliver agreed short and
medium term corporate objectives” has increased in score from 16 to 20. The following
statement from the risk owner, the Executive Director of Finance and Resources was
provided:

“‘Members will be aware from the Integrated Financial Management Report (IFMR) that
the Council’s Period 5 budget forecast has worsened to circa £14 million. The reasons
for this are set out in the IFMR on the same agenda as this report, however a significant
unforeseen change in care demand and non-delivery of savings are key drivers. Whilst
positive action is being taken to identify alternative savings this will impact on reserves
and 2026/27 savings to be found. Without clarity on these proposals yet coming forward,
the likelihood of this risk occurring therefore has to increase.”

35 New Risks from the Corporate Risk Register

3.5.1 Risk 14, “Lack of effective relationships and governance across the Integrated Care System
(ICS) may lead to poorer coordination and worse outcomes for our population” has been
escalated to the Corporate Risk Register, with the agreement of CLT.

The Executive Director for Adults, Health and Commissioning provided the following
background detail regarding the escalation of this risk to the Corporate Risk Register:

“The NHS England 10-Year Plan introduces significant reforms aimed at improving care
integration and service delivery, but it also presents notable risks to local partnerships.
The mergers of Integrated Care Boards (ICBs), the risk to County Councils and others
across Cambridgeshire that are delivered as part of the wider Integrated Care System
(ICS) has increased. One major concern is the lack of clarity around Integrated Care
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Board (ICB) roles that may disrupt collaboration between NHS bodies, local authorities,
and community organisations, leading to fragmented governance and decision-making.

We recognise the risks and challenges posed by changes to the NHS, impacting on the
structure of Cambridgeshire and Peterborough ICB, and other changes arising from
budget reductions. For example, the recent announcement of funding reductions from
Cambridge University Hospital to specific services, at the Arthur Rank Hospice, means
the need for the current risk reported in this paper is required.

On that specific funding reduction, work is actively underway to clarify the scope and
scale of that financial decision, and steps needed to manage the associated risks.

Workforce shortages and poor retention continue to threaten the viability of expanded
community services, while the push for digital-first care risks excluding vulnerable
populations who struggle with technology. The rapid implementation and limited local
engagement has left many aspects unclear on how they will develop in the future and as
such the risks and concerns that services may not reflect the unique needs of their
communities.

The situation is being closely monitored to ensure minimal disruption to our population's
health outcomes and service delivery, whilst maintaining positive relationships with the
new organisational form.

Officers are also assessing the broader system implications to inform mitigation planning
and ensure that any decisions are made with a clear understanding of the risks and
potential consequences.”

Other Management Updates

Corporate Leadership Team (CLT) Risk and Assurance Meetings:

4.1.1 The CLT Risk and Assurance group met on the 25" of September to review new and

emerging risks and to continue strengthening oversight of Council wide risks. The meeting
included:

e Undertook a detailed review of all red and borderline risks recorded in
directorates’ risk registers. Members examined the adequacy of current
mitigations and provided targeted feedback on several action plans and
assurance mechanisms. This challenge and guidance process helps
strengthen accountability, improve control effectiveness, and ensure that the
most significant risks receive appropriate attention.

e The group also reviewed the corporate risk register alongside the corporate
risk report due to be presented to Council Committees. Particular attention
was given to the new risk on the register concerning the Integrated Care
System. This in-depth discussion allowed members to test the assumptions
underlying the risk assessment and explore the potential cross-cutting
impacts across Directorates, thereby supporting a more coordinated
approach.
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¢ |n addition, the meeting considered a risk approach document relating to
Local Government Reorganisation. The framework presented outlined how
risks would be identified, monitored and escalated during the transition.
Members discussed its alignment with the broader risk management
framework, ensuring consistency and clarity in how emerging risks linked to
reorganisation would be addressed.

Local Government Reorganisation Update:

The Local Government Reorganisation (LGR) process is progressing at pace and
represents a significant change for the Council and partners. Given the scale and
complexity, risk management has been embedded throughout to safeguard services,
stakeholders and governance arrangements.

e Officer Working Group discussions and LGR Risk Register: the dedicated
working group has been meeting on a weekly basis with risk being a standing
agenda item for most meetings. Updates to the LGR Risk Register are
provided in those meetings, which captures both strategic and operational risk
arising from the reorganisation. Oversight from both Internal Audit and Risk
Management as well as the CLT group ensures that the register is robust, and
emerging issues are escalated appropriately.

¢ Risk approach document: to underpin this process, a Risk Approach
document has been developed. This sets out the framework for how risks will
be managed consistently throughout the reorganisation and into the
implementation phase. It provides clear methodology, accountability and
assurance processes, ensuring a common standard across all elements of the
program.

Significant Implications

Finance Implications

The report highlights significant financial risks recorded in the Council’s risk registers.
Strong risk management and assurance processes support the Council in maintaining
financial resilience, protecting public funds, and ensuring that resources are used effectively
to deliver services.

Legal Implications

The Council’s risk registers include key legal risks, and oversight by the CLT Risk and
Assurance group helps ensure compliance to statutory duties and regulatory requirements.
This provides assurance that the Council is managing potential legal exposures
appropriately and operating within its legal framework.
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Risk Implications

This report and Appendix 1 showing the updated current Corporate Risk Register provide
information on the key corporate risk areas currently identified by Cambridgeshire County
Council and how these are being managed.

Equality and Diversity Implications

Risk management within the Council includes consideration of equality and diversity
impacts, ensuring that risks are assessed for their effect on different communities and
service users. This supports the Council's commitment to fair access, inclusive service
delivery, and compliance with equality duties.

Source Documents

None



