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Purpose

The purpose of this report is to provide the Policy and Resources Committee
with visibility of the revised Digital Strategy for 2025 to 2028.

Recommendation

The Committee is asked to comment on the revised Digital Strategy 2025 to
2028 attached at Appendix 1.

The previous strategy covered the period 2022 to 2025 and was presented to
the Policy and Resources Committee on 31 October 2023 (Minute 55 refers).

Risk Assessment

Political — several high-profile organisations have recently experienced
cyber-attacks. The Home Office pays close attention to the activities being
undertaken by fire services to ensure that critical infrastructure remains
current and can best support the activities of the emergency service.

Economic — the cost of technology is ever increasing, with economic
pressures inflating prices further. The strategy is an enabler to allow forward
planning of digital projects to ensure that they remain affordable in line with
budget constraints.

Social — technology must evolve to accommodate continually changing ways
of working. Without continual investment, service provision to front line
services will not be appropriately maintained.

Technological — technology continues to be a high-risk area, with constant
cyber threats to the Service. There is a requirement to continuously improve
our technological infrastructure and applications to ensure that we are well
placed to deal with these threats.

Legal — there is a legal requirement under the Data Protection Act to protect
sensitive and personal data. This is a key consideration when implementing or
upgrading systems.
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Environmental — technology projects continue to have an environmental
impact. This impact is considered as part of projects, with investment in
training so that it can be better understood.

The Digital Strategy 2025 to 2028

Much was achieved within the period of the previous strategy. This is primarily
reported to the Policy and Resources Committee via the annual review of the
operation of the ICT Shared Service Agreement (last presented 9 July 2025,
Minute 6 refers). However below are some of the significant deliverables;

e implementation of new mobilising system,

¢ replacement of mobile data terminals,

e implementation of enhanced cyber security tools,

e infrastructure for new Huntingdon Fire Station and Training Centre,

e replacement of local area network,

e replacement of station end equipment,

e development of numerous system integrations to improve efficiency
effectiveness and data consistency,

e improved reporting to enhance data driven decision making.

Work continues at pace to improve the technology and capabilities that we
provide, ensuring that colleagues across the Service can work effectively and
efficiently.

The revised strategy builds upon the previous successes, focusing on the
themes of;

o digital service delivery,

e maximising value for money,

e data for decision making,

e remote working and collaboration,
o digital skills and training.

Where feasible, work is closely aligned to that being undertaken by
Bedfordshire Fire and Rescue Service to ensure the use of common
technologies and platforms. This ensures consistency in support provision
from the ICT Shared Service.

Some of the work expected to be undertaken over the following strategy
period includes;

review and implementation of improved backup tools,
Wi-Fi hardware refresh,

endpoint computer refresh,

multi-function devices (printers) refresh,

laptop refresh,

data centre refresh,



new wide area network contract (with modernisation of networking
protocols),

retirement of public switched telephone network (PSTN),
implementation of emergency services network (ESN),

review and consolidation of software licensing,

implementation of process automation services,

review and implementation of recommendations from Community
Operational Intelligence (COl) project,

improved connectivity to fire appliances,

implementation of applicant tracking system,

understanding of digital and data awareness baseline, with targeted
training provision,

investigation and implementation of artificial intelligence solutions to
improve efficiency and effectiveness.

Summary

The Digital Strategy for 2025 to 2028 will provide the basis for the
organisation to continue delivering innovative, resilient and secure digital
solutions during this next period and enable efficient and effective ways of
working for colleagues across the Service.
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